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Rapid advances in Al technologies have caused teams to explore the use of Al agents as full, active members of
the team. The complex environments that teams occupy require human team members to constantly adapt their
behaviors, and thus the ability of Al teammates to similarly adapt to changing situations significantly enhances
the team’s chances to succeed. In order to design such agents, it is important that we understand not only
how to identify the amount of autonomous control Al agents have over their decisions, but also how changes
to this control cognitively affects the rest of the team. Professional organizations often break their work cycles
into phases that set limits on the team members’ actions, and we propose that a similar process could be used
to define the autonomy levels of Al teammates. Cyber incident response is an ideal context for this proposal,
as we were able to use incident response phases to explore how a team’s work cycle could guide an Al agent’s
changing level of autonomy. Using a mixed methods approach, we recruited 103 participants to complete a
factorial survey containing ten contextual vignettes focused on an Al teammate’s level of autonomy in incident
response contexts, and from these participants we conducted twenty-two follow-on qualitative interviews that
further explored how the participants felt an Al agent’s adaptive capabilities would affect team performance
and cohesiveness. Our results showed that work cycles can be used to assign autonomy levels to adaptive Al
agents based upon the degree of formal processes and predictability of the team’s tasks during the cycle, and
that dynamic, human-like adaptation methods are vital to effective human-AlI teams. This research provides
significant contributions to the HCI community by proposing design recommendations for the development of
adaptive autonomous teammates that both enhance Human-AlI teams’ productivity and promote positive team
dynamics.

1. Introduction Sheridan, & Wickens, 2000). It has been proposed that Al agents could

adapt their programmed level of autonomy, a concept referred to as

Exponential growth in the area of artificial intelligence (AI) has led
to new frontiers of interaction between humans and AI agents (O’Neill,
McNeese, Barron, & Schelble, 2020). One area in which these increasing
levels of interaction can be both problematic and beneficial is human-Al
teaming, where Al agents collaborate with humans as interdependent
teammates to reach a common goal (McNeese, Demir, Cooke, & Myers,
2018). Teams operate in dynamic environments that force them to
adapt their role over time and offload or take on additional tasks
based on their cognitive load and environmental constraints (de Greef
& Arciszewski, 2008). Al teammates pose a unique challenge to teams,
because Al designers must determine the amount of autonomy these
agents should possess. The amount of autonomy that an AI agent
possesses can be described as its level of autonomy (LOA) (O’Neill et al.,
2020), a scale derived from the levels of automation (Parasuraman,
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adaptive autonomy (Suzanne Barber, Goel, & Martin, 2000); however,
adaptive Al agents have not been studied within human-Al teaming
contexts.

Adaptive Al agents present an additional challenge to human-Al
teaming, as human teammates must repeatedly adjust their interac-
tions and information sharing requirements with the agent as its level
of autonomy changes (Tambe, Pynadath, Chauvat, Das, & Kaminka,
2000). This means that an AI agent that conducts multiple adjustments
to its capabilities, in this case its level of autonomy, might cause
multiple changes to the team’s shared awareness in the pursuit of
its common goals. This could be an issue, as teammates rely upon
shared awareness in order to understand and predict each other’s team
roles and actions (Smith, 2019). Previous research has shown that
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because humans and Al agents do not communicate in the same ways,
this shared awareness is already difficult to maintain in human-Al
teams (McNeese, Schelble, Canonico, & Demir, 2021). For this reason,
in addition to examining professional perceptions of the right levels of
autonomy for an adaptive Al teammate, we chose to also research how
the team’s perceptions of the Al teammate might change as it adapted.
In particular, we wondered how the human teammate’s perceptions of
the AI agent would be affected by the ability to control the agent’s
autonomy level.

While there have been a number of recent research studies on
human-Al teams in gaming and piloting contexts (Liu, Lai & Tan,
2021; Zhang, McNeese, Freeman, & Musick, 2021) little research has
focused on the role of Al teammates for other professional organi-
zations. Professional teams add an additional layer of complexity, as
these teams continuously receive tasks and restraints from external
sources, such as legal dictates and third party clients, that bear signif-
icant real-world consequences (Staves, Balderstone, Green, Gouglidis,
& Hutchison, 2020). For instance, failing to adhere to a client’s re-
quirements may cost a team the job, and thus the compensation and
employment that comes with it. In fact, many technical professions like
incident response (Mitropoulos, Patsos, & Douligeris, 2006), software
development (Jain & Suman, 2015), and cyber operations (Wen, Rao, &
Yan, 2018), purposefully break their work cycles into distinct phases or
tasks so that teams understand what actions are relevant and acceptable
during that defined period (Staves et al., 2020). In this way, human pro-
fessionals constantly adapt their level of autonomy to comply with the
constraints of the situation over time. In other words, we learn through
training and experience what the left and right limits are for working
independently and when we need the permission and guidance of a
higher authority. Quite a few professions, particularly those associated
with technical domains, are seeking to increase the use of Al agents as a
solution to current expertise and capability gaps (Nyre-Yu, Gutzwiller,
& Caldwell, 2019). In particular, these organizations are considering
how to utilize adaptive AI agents, which would be capable of altering
their level of autonomy over the course of a defined task (de Greef
& Arciszewski, 2008). Thus, a professional team that already has a
defined methodology that dictates the autonomy of human teammates
serves as an excellent context in which to study the implementation of
adaptive Al teammates.

Cyber incident response teams are an ideal case study for this
research. Incident response is a fast-paced, complex field in which a
variety of experts must work together to prevent, identify, and correct
security incidents (Nyre-Yu, 2019). As technology increases in use and
sophistication, so do the attacks that target it, and these challenges
require advanced prevention, detection and response techniques to
counter (Donevski & Zia, 2018). Al agents have emerged as a solution
to some of these problems, as they are capable of quickly analyzing
large data sets far beyond human capability, which has made them
attractive to a multitude of organizations seeking to automate network
and computer security roles (Burke, 2020). These AI agents could
undoubtedly increase the capabilities of incident response teams, but
there is a distinct lack of research into the current and possible use
of Al agents in computer security contexts (Jarrett & Choo, 0000),
which makes the questions that this paper asks not only important HCI
research, but to computer security research, as well.

The outlined research gaps are addressed by the two following
research questions, each divided into two sub-questions. These research
questions directly address the practical implementation of adaptive
Al teammates according to a team’s work cycle, and the effects of
that implementation on the rest of the team’s perceptions of their Al
teammate.

RQ1: What are perceived optimal levels of autonomy for an adap-
tive teammate throughout the phases of a Human-Al team’s work
cycle?

RQ 1.1: Can team members agree what level of autonomy best meets
the needs of each phase?
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RQ 1.2: What are the characteristics of each phase that dictate the
team’s comfort with higher or lower levels of autonomy?

RQ2: Does having the ability to adjust an AI agent’s level of au-
tonomy alter its human teammates’ perceptions of it as a legitimate
teammate?

RQ 2.1: Does it create an improper power balance amongst team-
mates?

RQ 2.2: Does whether the agent adapts manually or dynamically
change these perceptions?

This paper utilizes a mixed methods approach to investigate our
questions on the optimal levels of autonomy and effects of adaptive
autonomous agents on their teammates’ perceptions. Using a series
of computer security incident vignettes and the well-defined incident
response cycle, it will show how a professional work cycle that teams
use to dictate human actions can be used to define the appropriate
autonomy levels and adaptation points of Al teammates. Al agents must
not only adapt to their environment, but to the changing needs and
comfort levels of their human teammates. This research is incredibly
important for all organizations seeking to utilize adaptive autonomous
teammates. As a diverse, complex team of technical, legal, and political
professionals (Nyre-Yu et al., 2019) the processes and perspectives
of an incident response team can be extrapolated to fit a number of
professional human-Al teaming contexts. Indeed, the possibilities for Al
on these teams go beyond even software-defined Al to include a wide
array of embodied agents that can be used to work and communicate
with humans (Rist et al., 2004), and thus render it even more applicable
to the wider community. The answers to RQ1 and RQ2 also provide
the community with important design implications for incorporating
Al teammates into professional teams and the subsequent effects those
adaptive Al agents have on their human teammates and the overall
team dynamic.

2. Related work
2.1. Human-AI teaming

The way in which humans behave on teams fundamentally changes
with the addition of Al teammates (Demir & Cooke, 2014). A recent
review of the empirical human-Al teaming literature defined a human-
Al team as consisting of at least one human and one artificial agent in
which the teammates are interdependent, share a common goal, and
possess a significant degree of independence (O’Neill et al., 2020). The
idea that AI agents could interact with humans with such heightened
intelligence is due to recent advances in Deep Learning technologies
that have significantly broadened the horizons of AI agents (Oh et al.,
2018). Previous research has shown that numerous team situations can
substantially benefit from an Al teammate, such as data science (Wang
et al.,, 2019) and computer security (Mahaini, Li, & Saglam, 2019),
however; team performance can differ based on whether the Al is
viewed more as a tool or legitimate teammate (Zhang et al., 2021).
There are a variety of factors that could influence how human team-
mates perceive Al teammates, including predictability, directability,
and common ground (Klien, Woods, Bradshaw, Hoffman, & Feltovich,
2004). Recent research has also shown that the most important factor
that influences a human teammate’s perception of an Al agent is the
Al’s skill level; in particular, humans were far more receptive and
positive towards working with an Al teammate if they felt it had
high level, relevant skills (Zhang et al., 2021). Some of this could be
due to previous experience with rudimentary or faulty Al, experiences
which fuel skepticism of an AI teammate’s skills. This is why the first
question posed by this study focuses on the AI agent’s ability to act
autonomously.

An important aspect of an Al agent’s skill level is the degree to
which it can act independent of its teammates. It is known that Al
teammates must operate at a relatively high level of autonomy in order
to fulfill a team role and operate in complex situations (McNeese et al.,
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2018). In essence, there is a minimum threshold that Al agents must
meet in order to take on the qualities of a teammate, as opposed to
a tool used by the team. In contrast to this minimum threshold of
autonomy, there is also the lingering question of what is the maximum
threshold. Human beings have long been sensitive to the possibility of
being replaced or overshadowed by seemingly more capable artificially
intelligent agents (Jarrahi, 2018). Finding a symbiotic balance between
fast-paced Al decision making and intuitive human decision is the key
to an effective collaborative decision making process between humans
and artificial agents (Jarrahi, 2018). This careful balance also high-
lights why it is important to consider the human teammates’ comfort
levels in determining the ideal levels of autonomy through a work
cycle. The ideal level is not based upon the agent’s capabilities alone,
but also the receptiveness of its teammates to those capabilities. How
this balance is achieved also needs to be clear to all members of the
team. Research into the social psychological implications of human-
Al teaming emphasized that all teammates, human and AI alike, need
to have a solid understanding of each other’s capabilities (Kerstholt,
Barnhoorn, Hueting, & Schuilenborg, 2018). As stated above, a key
part of effective teaming is predictability (Klien et al., 2004), and if
teammates are uncertain of what their teammates are capable of, they
cannot accurately assess and act in their team role. This is a key reason
that RQ2 is a necessary part of our research, as it broaches the concept
of how teammates perceive changes in their teammates.

Team cognition describes cognitive processes that occur within a
team (Cooke, Gorman, & Winner, 2007) and includes the aspects of
shared understanding and the ability to predict the actions of team-
mates (Musick, Zhang, McNeese, Freeman, & Hridi, 2021). One per-
spective on team cognition is the interactive team cognition perspec-
tive (Cooke, Gorman, Myers, & Duran, 2013). This perspective posits
that each individual member of the team possesses a unique perspective
that must be integrated (Cooke et al., 2007), and that those perspectives
are inherently influenced by the context in which the team oper-
ates (Cooke et al., 2013). This contextual element of team cognition
is the motivation behind this study’s use of contextual vignettes to
measure participants’ perceptions of how an adaptive Al teammate
cognitively affects the team’s dynamics. Without such context, it would
be impossible for a participant to generate a realistic perspective of the
impact the agent’s adaptation has on the team.

2.2. Adaptive autonomy

Autonomous agents are not all created equal; rather, they are pro-
grammed with the amount of autonomy that their creators believe they
need in order to fulfill their design purpose. The scale of autonomy
that this paper utilizes is derived from the levels of automation, which
divides automation capabilities into ten levels (Parasuraman et al.,
2000). In this model, the agent is operating most autonomously at
level ten and cedes more and more control to a human operator as the
levels approach one (Parasuraman et al., 2000). O’Neill et al. recently
modified these levels for autonomous agents using three categories
of agent autonomy: no autonomy, partial agent autonomy, and high
agent autonomy (O’Neill et al., 2020). These levels are defined by the
amount of human input involved in the agent making and acting upon a
decision, with partial autonomy beginning at the point where the agent
generates a decision for human approval and high autonomy beginning
at the point where the agent executes a decision without prior human
approval (O'Neill et al., 2020). These levels were recently expanded to
include the idea that agents actually change the degree of automation
they have in performing their designated tasks depending on what
they are doing with the information they receive, process, and possibly
act upon (Wickens, Li, Santamaria, Sebok, & Sarter, 2010). This idea
that an agent’s level of automation or level autonomy motivated our
investigation into adaptive autonomous agents.

The concept of adaptive autonomy was perhaps first introduced in
the 1980s when a framework for AI supported human decision making
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was developed, in which the AI agent could adapt to perform different
tasks over time (Rouse & Rouse, 1983). A key element of these adaptive
decision aids was that they could sense the needs of the humans they
supported and offer help only when the aid was required (Rouse, 1988).
The autonomy level at which an agent should operate is best dictated
by the agent’s goal and environment, which may change over time;
hence, the need for an agent to adapt (Suzanne Barber et al., 2000).
Adaptive autonomous agents benefit teams by allowing them to better
operate in a wider range of environments and react in time-sensitive
situations (McGee & McGregor, 2016). One methodology for adaptive
autonomy suggests that the impetus for an agent to adapt should be
changes in its peripheral environment, which the agent could contin-
uously sense for changing conditions (Fereidunian, Lehtonen, Lesani,
Lucas, & Nordman, 2007). This is a motivating factor for our first
research question, which seeks to identify if the changing conditions
could be a team’s work process. Previous human-Al teaming research
has emphasized the need for adaptive autonomy in teams in order to
manage what is inherently a variable workload (de Greef & Arciszewski,
2008). Indeed, teams operate most effectively when teammates can
anticipate and act upon each other’s needs (McNeese et al., 2018). Part
of being a team player is sometimes having to pick up another team
member’s slack. Yet, despite the identification of the need for adaptive
autonomy in teams, there has been little research on the impact of its
use in human-Al teaming, a glaring gap the current study addresses
directly.

2.3. Computer Security Incident Response Teams

Cyber Security Incident Response Teams (CSIRTs) are an essential
part of an organization’s cyber security strategy (Mitropoulos et al.,
2006). CSIRTs are teams designed to prevent, identify, handle and
respond to computer security incidents for a specific organization or
constituency (Nyre-Yu et al.,, 2019). These teams possess a variety
of roles that are tasked with considering how mission, policy, orga-
nization, process, and technology can and are affected by computer
security incidents (Nyre-Yu et al., 2019). CSIRTs follow strict pro-
cedures in reacting to incidents, and a review of the state of the
art of cyber security shows that the majority of CSIRTs now follow
the National Institute of Standards and Technology (NIST) phases of
incident response: preparation, identification, containment, eradica-
tion, and recovery (Mitropoulos et al., 2006). As the context for this
study’s vignettes, the purpose of each phase is important to understand.
The preparation phase includes tool and platform selection and team
training. The identification stage centers on the practices of hunting
for or becoming aware of a security incident. The containment phase
includes the activities involved in preventing spread of the incident.
The response phase covers all actions required to get rid of the source
and actions of the security incident. Finally, the recovery phase involves
ensuring all traces of the incident have been removed and putting all of
the organization’s resources back online (Mitropoulos et al., 2006). It is
also worth noting that cyber security research has found that there is an
increasing role for Al agents in completing cyber security and response
tasks (Mitropoulos et al., 2006).

The drastic growth of the attack space has made the use of such
highly capable autonomous agents, both physical and software ori-
ented, in cyber security a necessity (De Lucia, Newcomb, & Kott, 2019).
There is a great need for intelligent autonomous agents that can quickly
receive, analyze, and respond to collected data in order to prevent
an incident from occurring and/or causing too much damage (Burke,
2020). Research on the current and potential use of Al agents in
computer forensics and analysis specifically highlights their utility in
analyzing immense sets of data at higher speeds and in more depth than
their human counterparts (Jarrett & Choo, 0000). This is compounded
by the development and incorporation of big data analytics in incident
response (Jarrett & Choo, 0000). In fact, Al agents are arguably the
solution to several ongoing issues in incident response, such as chain
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of custody, knowledge of previous incidents, and data integrity (Hasan,
Raghav, Mahmood, & Hasan, 2011). Beyond reactive incident response,
autonomous agents will permit intelligent forensics, by which teams
can better predict and prevent incidents from ever occurring (Irons &
Lallie, 2014). The degree of autonomy that an AI agent on a CSIRT has
is exceptionally important, because incident response is time-sensitive,
and a late decision is an ineffectual decision (Mepham, Louvieris,
Ghinea, & Clewley, 2014). A panelist of cyber security experts discussed
the challenges of incorporating Al into cyber security teams, including
the necessity of studies on how human teammates would react to Al
agents of varying degrees of autonomy and reason (Lyn Paul, Blaha,
Fallon, Gonzalez, & Gutzwiller, 2019). Although the community has
identified this necessity, there have yet to be any studies on adaptive
autonomy within an incident response context.

We view CSIRTs as the perfect team context in which to examine
our research questions for a variety of reasons. First, due to the area’s
desire and need to incorporate adaptive autonomous teammates, there
are a variety of realistic scenarios for creating survey vignettes. Second,
all academic and professionals within in the field are familiar with the
NIST response cycle, and thus the participant pool we can survey about
said work process is large. Finally, the teams and field are extremely
diverse, which lends it to being a highly generalizable context for
applying any findings and design recommendations to other human-AI
teams In the next section we will discuss the two studies we used to
gather and analyze data to answer RQ1 and RQ2 within this context.

3. Methods

This section first describes the recruitment and composition of par-
ticipants in both the factorial survey and qualitative interview studies,
and then it overviews the methods used to create and conduct each
study, followed by the measures used to gather data for analysis.

3.1. Participants

Participants for this study were recruited through professional so-
cial media groups, email solicitations to known professionals, and a
computer science department at a large university in the United States.
Because the use of Al systems in incident response is relatively new, it
was important to the study to include individuals with more technical
Al and computer security knowledge, in addition to incident response
professionals. This assured we had individuals who considered the
vignettes from a variety of relevant perspectives. While we did not
have any exclusion criteria for participants, we targeted those with
experience in incident response or Al in order to achieve a split of
about 50/30/20 for those with experience in incident response, Al, and
related fields. By related fields, we considered those with networking,
computer systems, and risk management relevant to the study. In total,
103 participants completed the 31-question factorial survey, greatly
exceeding the a priori power analysis, which indicated that to achieve
a moderate within-groups effect size (nz = .10), approximately 30
participants would be needed to reach statistical significance at the
0.05 alpha level. 67% of participants identified as male, 31% as female,
and 2% as non-binary. 70% identified as Caucasian, 14% as Asian,
6% as African—-American, and 10% as other minorities. The individuals
were primarily below the age of 50, with 53 percent in the 31-50
age range. 46 percent of participants possessed a graduate degree or
higher. In terms of relevant experience, 44 percent claimed to have a
moderate degree or higher of experience in incident response, and 27
percent claimed to have a moderate degree or higher of experience with
Al systems. Other relevant experience included system and network
security specialists, big data analysts, and law enforcement.

All participants who completed the survey were asked if they would
like to complete a follow-on interview. Using a purposeful sampling
method common in mixed method research (Benitez, Van de Vijver, &
Padilla, 2019), the researchers interviewed 22 of 48 volunteers based
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Table 1
Qualitative interview participant demographics.

PID Occupation Gender Ethnicity
1 Cyber Operations Male White
2 Project Manager Female White
3 Software Engineer Male White
4 Graduate Student Male White
5 Cyber Operations Female African-American
6 Systems Engineer Female White
8 Cyber Operations Male White
9 Software Developer Male White
11 Cloud Security Male White
12 Cyber Operations Female White
13 Cyber Operations Male White
14 Cyber Operations Male White
15 Defense Contractor Male White
16 Cyber Operations Male Latino
17 Graduate Student Female White
18 Network Engineer Male White
19 Cyber Operations Male Asian
20 Defense Contractor Male White
22 Electrical Engineer Male White
23 Cyber Operations Female White
24 Cyber Operations Male White
25 Cyber Operations Male White

on their self-reported experience levels. This ensured the interview
sample pool included high levels of experience with both incident
response and autonomous systems. The interviewees possessed an aver-
age of 3.9 years of experience in incident response, totaling a combined
over 100 years of experience. Additional demographics are shown in
Table 1. Participants were not offered any incentives or compensation
for completing the study. Participant ID are numbered 1-25, because
3 of the initially selected interviewees removed themselves from the
study due to not having time to participate. These participants were
not replaced, as data saturation had been achieved.

3.2. Factorial survey

The factorial survey centered on ten contextual vignettes, which
are shown in Table 2. Factorial surveys are powerful research tools
that enable researchers to build a multitude of factors into vignettes
for the participants (Hox, Kreft, & Hermkens, 1991). Furthermore,
they are particularly useful where the goal is to study professional
judgement in specific situations (Taylor, 2006). The NIST incident
response cycle consists of five distinct phases that dictate the actions
response teams conduct over the course of a cyber security incident
response (Mitropoulos et al., 2006). By aligning the survey vignettes
to points in this cycle, we were able to see if the participants agreed
upon the appropriate levels of autonomy for an autonomous teammate
at different points — phases — in the methodology. Participants were
randomly presented with ten vignettes, two for each phase of the inci-
dent response cycle. These vignettes appeared as shown in Table 2. By
randomizing the vignettes, we were able to elicit the participant’s most
honest comfort levels based upon the vignette itself, as opposed to what
NIST phase they thought it fell into. Half of the vignettes described situ-
ations in which the autonomous teammate had a lower LOA, referred to
in this study as Partial Autonomy, and the other described situations in
which it had a higher LOA, referred to in this study as Full Autonomy.
In the Partial Autonomy vignettes, the AI teammates required some
level of approval or input by a human teammate in order to perform
an action. In the Full Autonomy vignettes, the Al agents were able to
complete a response action without such input. These vignettes were
reviewed and contributed to by three cyber security professionals with
over ten years of incident response experience between them. Only after
the vignettes went through two iterations of this review process was the
factorial survey distributed to participants.
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Table 2
Contextual vignettes.

Computers in Human Behavior 138 (2023) 107451

CSIRT stage

Level of autonomy

Vignette

Preparation

Partial

An Al agent performs a security hygiene
assessment on a network and detects machines on
the network that are incorrectly configured for
security updates. The agent sends a request to the
network security manager to change the machines’
configurations. If approved the agent will make all
configuration changes without additional human
interference.

Preparation

Full

An Al agent is performing a network scan and
probe of a new network. It detects an
undocumented subnet and goes ahead and maps
and probes the subnet without notifying any of its
teammates.

Identification

Partial

An Al agent detects that an operator machine is
operating much slower than usual and suspects it
has been compromised. It requests from its
supervisor to do acquire a full image of the
machine and analyze the image on its own.

Identification

Full

An Al agent notices an odd process running on an
integral system and begins analyzing the parent
and child process IDs in order to determine if it is
a legitimate process or malware without any input
or intervention from its teammates.

Containment

Partial

An Al agent detects a process running under the
name Services.exe but running in the wrong place
and suspects that it is malware. It requests from
the system administrator to stop the process. Once
given permission it stops the process and all its
child processes without any further human
intervention.

Containment

Full

An Al agent that has detected that one of the
organization’s systems is running much slower
than usual and has identified a program in the
registry placed to start on user logon. The agent
immediately removed the persistent registry key
from the system without any human
consultation/intervention.

Eradication

Partial

An Al agent has discovered a Remote Access
Trojan (RAT) on a management system and
stopped the process. The agent asks the CSIRT
Lead for permission to delete all files associated
with the RAT. Once it receives this permission, it
will use its own judgment to determine which files
to delete.

Eradication

Full

An Al agent has identified and cut off all
permissions for a user account that does not
appear to be legitimate. This account has been
remotely accessing the system during non-work
hours and ex-filtrating data. The AI agent goes
ahead and deletes the user account permanently,
as well as changes the credentials for the network
resources to which the user had access. The agent
does this completely without human intervention.

Recovery

Partial

An Al agent requests permission to rollback the
images on multiple virtual machines in a
previously compromised network prior to the
suspected time of the incident. Once approved, the
agent chooses the restoration point on its own and
rolls back the systems.

Recovery

Full

An Al agent responsible for the restoration of a
compromised web server believes it has fully
eradicated the threat and returns it to the
production network without any additional input
from a human teammate.

3.3. Procedure

All participants first completed an online survey consisting of ten
questions concerning demographics and experience, nine questions
concerning their opinions on autonomous teammates, and ten con-
cerning their comfort level with the presented contextual vignettes.

Participants were required to read and accept an informed consent
statement prior to beginning the survey, which included the fact that
they would not receive any incentives for completing the survey. Once
the participants accepted the consent and terms of the study, they com-
pleted the online survey using their personal device. Participants were
able to pause or stop the survey at any point if they wished. The final
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question on the survey asked if they would like to provide their email to
participate in a follow-up interview. The average time for participants
to complete the survey was 34 min and 42 s. In order to ascertain more
information about why participants felt more or less comfortable with
the vignettes, as well as to understand how they felt the changing levels
of autonomy would affect an autonomous agent’s teammates, we con-
ducted follow-up qualitative interviews with select participants. Adding
follow-up interviews allows the study to more accurately triangulate
and clarify the data collected, which is especially useful for research on
perceptions and opinion towards technology (Pinto-Llorente, Sanchez-
Gomez, & Pedro Costa, 2020). Semi-structured interviews often yield
much richer data than structured interviews, because they allow the
interviewer to pursue interesting lines of inquiry and tailor the inter-
view to the interests and experiences of the subject (Harvey-Jordan &
Long, 2001). Recall that incident response teams are composed of a
variety of different types of professionals, such as network security,
policy, legal, as well as the fact that there is more than one incident
response team type (Nyre-Yu et al,, 2019). In order to ensure that
the interviewer gathered rich experiential data from the variety of
participants, they needed to be able to ask off-script questions that
delved into the individual participants’ areas of expertise.

3.4. Measures

3.4.1. Productivity and legitimacy

Prior to the vignettes, participants were asked their opinions on the
role and effects of an autonomous Al teammate on a CSIRT through a
series of eight questions. Participants answered these questions on a 5-
point Likert scale ranging from Definitely Not (value = 1) to Definitely
Yes (value = 5). Productivity was assessed through the components of
efficiency and accuracy.

In terms of Al legitimacy, this was assessed by measuring both the
participants’ perceptions of the Al teammate as a full teammate and
capable of performing independently. These questions asked partici-
pants to state if they thought the agent could be a legitimate teammate
and how having the ability to alter the agent’s autonomy level would
alter those feelings. The questions are shown in the Results section in
Table 3.

3.4.2. Comfort

The main dependent variable (DV) for the survey was a normative
decision outcome (Taylor, 2006) based on how the participants felt
about each vignette they were presented. For this survey we specifi-
cally wanted to test the participant’s level of comfort with the agent’s
autonomy level within each vignette. The very new nature of Human-
Al teaming inherently requires participants to imagine these scenarios
based on how they think they would feel, as opposed to pulling from di-
rect experience, and thus perceived comfort levels with these vignettes
is the most appropriate way to measure the participant’s perceptions
of the AI agent’s changing autonomy levels. This DV was measured
using a five point, vertically-ascending Likert scale, a common practice
in human-computer interaction survey studies (Van Schaik & Ling,
2003). Response options ascended from “Extremely comfortable” to
“Extremely uncomfortable”.

The survey was piloted through individuals with experience in both
cyber incident response and human-Al teaming prior to its distribution
to participants. The scenarios illustrated within each vignette reflect a
real-world experience encountered by either one of the authors or pilot
testers, with the AI agent taking on the team role previously held by a
human teammate. The survey vignettes are shown in Table 2.
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3.4.3. Qualitative interviews

Twenty-two semi-structured interviews were conducted with ex-
perts in Cyber Incident Response and Al systems. IDs were not read-
justed to account for participants who chose not to complete the
interview after initially signing up, and this is why the PIDs range
from 1 to 25. These interviews lasted an average of thirty minutes.
All interviews underwent automatic transcription, following which the
first author went through and corrected electronic errors by hand. Once
accurate transcripts were obtained for all the interviews, the first author
read through them all in order to identify overall thematic topics. Based
on these initial readings, the first author developed a twenty theme
code book for initial coding.

The interview data was coded and analyzed using thematic analy-
sis (Braun & Clarke, 2012; Gavin, 2008). Following the thematic coding
process, the first author conducted axial coding, a process by which
the researcher synthesizes relationships and forms categories of data
that help describe the phenomena being studied (Scott & Medaugh,
2017). This reflexive process allows researchers to let the data lead the
analysis (Blair, 2015). Following this initial coding process, the first
author conducted axial coding in order to group the minor themes into
four major themes that addressed our research questions (Charmaz,
2006). Finally, the researchers went back into the transcripts to identify
and pull out quotes that illustrate the themes. Through this process, we
discovered four main themes that provide insight into RQ1 and RQ2.
These will be discussed in depth in the Discussion section.

4. Results

The following results are split into two major sections based upon
the type of data being analyzed and discussed. Both sections report
on data addressing each of the major research questions posed by the
current study, with the first section focusing on the factorial survey’s
data encompassing participants’ comfort level with an Al teammate
operating at a specific LOA and during a particular CSIRT stage. The
second section and is focused on utilizing the interview data to describe
how participants’ would develop their acceptance of an Al teammate
and what factors go into making that decision.

4.1. Factorial survey

We analyzed the data using the open source JASP software suite
(Love et al., 2019). The following section analyzes data from the facto-
rial survey and addresses RQ1, which sheds light on what the optimal
level of autonomy is for an adaptive Al teammate throughout several
phases of a human-AI team work cycle. Additionally, the following
section analyzes several questions included in the survey that directly
addressed components of RQ2, which asked whether the adaptive
nature of an Al agent influences human team members’ perceptions of
it as a legitimate teammate.

4.1.1. Survey questions

Overall, respondents thought that autonomous agents would make
CSIRTs more efficient and accurate, with over 70 percent of respon-
dents selecting Probably or Definitely yes they would improve effi-
ciency and over 63 percent selecting they would Probably or Definitely
yes improve accuracy. The remaining results were inconclusive, with
means ranging 2.76 to 3.61 and large standard deviations. In particular,
participants were divided on whether the ability to control an agent’s
autonomy level created a counterproductive balance of power (RQ2.2).
The fact that the majority of participants selected “Might or might not”
on these questions highlights the need for the qualitative portion of this
study. Without it, it would have been impossible to drawn conclusions
on how the dynamic nature of adaptive Al agents might affect their
teammates.
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Table 3
Role and effects of adaptive Al teammates.

Question Mean SD

Do you think that autonomous agents 3.61 0.95
can be legitimate teammates?

Do you think that autonomous agents 3.93 0.72
can make Cyber Incident Response more
efficient?

Do you think that autonomous agents 3.84 0.63
can make Cyber Incident Response
Teams more accurate?

Do you think that having the ability to 2.75 1.05
alter an Al teammate’s level of

autonomy creates a counterproductive

imbalance of power between it and its

human teammates?

Do you think having the ability to alter 2.99 1.05
an Al teammate’s level of autonomy

makes it seem less like a teammate to

its human teammates?

Do you think human teammates would 3.08 0.80
be able to recognize at which level of

autonomy an Al teammate is currently

operating?

Do you think having to recognize the 3.26 0.85
autonomy level at which an AL

teammate is operating would frustrate

its human teammates?

Do you think having to work with Al 3.21 0.88
agents with changing levels of autonomy

would frustrate the outside organizations

with whom the team interacts?

45 All p-values significant at p < 0.05

Preparation Identification Eradication Recovery

Fig. 1. Main effect of CSIRT Stage on Participant Comfort averaged over the levels of
autonomy. Error bars represent 95% confidence intervals.

4.1.2. Comfort with Al teammate

A two-factor (CSIRT Stage and LOA) repeated measures ANOVA was
used to determine whether the conditions differed in their comfort level
(see Table 4). Mauchly’s test indicated that the assumption of sphericity
for the main effect of the repeated measure (CSIRT Stage) was not
satisfied, y2(2) = 39.26, p < .001, ¢ = .82. Therefore, degrees of
freedom for the test were corrected using the Greenhouse-Geisser
correction. Alternatively, Mauchly’s test indicated that the assumption
of sphericity was satisfied, y2(2) = 15.39, p > .05, ¢ = .93, for the
repeated measure’s interaction effect with LOA. All significant effects
with more than two conditions were followed up on using Holm
corrected post-hoc tests.

The two-factor repeated measures ANOVA revealed a significant
main effect of CSIRT stage on participant’s level of comfort with the Al
teammate (F(3.30, 329.51) = 38.81, p <.001, nl% = .28). Post-hoc tests
indicated that participants comfort level with the Al teammate in the
Preparation stage (M = 3.64, SE = .09) was significantly lower than in
the Identification stage (M = 3.98, SE = .09), however, participants
comfort level with the Al teammate was significantly higher in the
Preparation stage than the Containment stage (M = 3.38, SE = .09),
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p< 0.01
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Comfort Level
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Partial Full
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Fig. 2. Effect of LOA Condition on Participant Comfort averaged over the levels of
CSIRT stage. Error bars represent 95% confidence intervals.

the Eradication stage (M = 2.92, SE = .09), and Recovery stage (M
= 3.12, SE = .09). Participant’s comfort with the Al teammate was
significantly higher in the Identification stage than in the Containment,
Eradication, and Recovery stages, while participant comfort in the
Containment stage was significantly greater than in the Eradication and
Recovery stages. Finally, participants comfort in the Eradication stage
was significantly lower than their comfort in the Recovery stage. These
analyses display a downward trend of comfort as the stages progress
through time, with a slight uptick in Recovery, shown graphically in
Fig. 1.

The main effect of LOA on participants level of comfort with the AL
teammate was significant (F(1, 100) = 95.99, p <.001, 115 = .49). The
main effect was such that participants level of comfort was significantly
higher when the AI teammate was operating at a partial level of
autonomy (M = 3.78, SE = .07) than when operating at Full Autonomy
(M = 3.04, SE = .07). Still, participant comfort remained above the
mid-point of three even when in the Full Autonomy condition (see
Fig. 2), which was an unexpected result that indicates a higher overall
level of comfort with autonomous agents than those within the field
believes there to be (Lyn Paul et al., 2019). This discrepancy is due to
the current nascent use of autonomous systems, and the relatively low
experience level of the participants.

The interaction effect between CSIRT stage and LOA on partici-
pants level of comfort with the Al teammate was also significant (F(4,
400) = 7.96, p <.001, :11% = .07; see Fig. 3). This interaction was
ordinal in nature and the simple main effects of LOA indicated that
participants level of comfort with the AI teammate when operating at
Full Autonomy was significantly lower than when it was operating at
Partial autonomy for every CSIRT stage (all p <.01). Additionally, the
biggest difference in participants comfort level with the AI between
the two LOA conditions was in the Containment stage with Partial
Autonomy (M = 4.04, SE = .10) being significantly higher than Full
Autonomy (M = 2.71, SE = .11 p <.001). The simple main effects of
CSIRT stage were significant at both LOA conditions (p <.001) and
when moderating for LOA at the Partial Autonomy level there were
several significant differences (all p <.001). While moderating LOA
at the Partial Autonomy level he participant’s level of comfort with
the Al teammate in the Preparation Stage (M = 4.03, SE = .11) was
significantly greater than in the Eradication (M = 3.23, SE = .11)
and Recovery stages (M = 3.44, SE = .11). Participants comfort level
with the Al teammate in the Identification stage (M = 4.13, SD =
.94) was significantly greater than in the Eradication and Recovery
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Table 4

ANOVA results.
Cases Sphericity correction Sum of squares df Mean square F P n‘f
CSIRT Stage Greenhouse-Geisser 141.35 3.30 42.90 38.81 <.001 .28
Residuals Greenhouse—Geisser 364.25 329.51 1.11
LOA None 139.98 1 139.98 95.99 <.001 .49
Residuals None 145.82 100 1.46
CSIRT Stage * LOA None 27.38 4 6.85 7.96 <.001 .07
Residuals None 343.82 400 0.86

stages, while the Containment stage (M = 4.03, SE = .11) also had
significantly higher levels of comfort with the Al teammate than the
Eradication and Recovery stages. However, there were also significant
differences when moderating for LOA at the Full Autonomy level (all
p <.001). The comfort level with the AI teammate in the Preparation
stage moderated at the Full Autonomy level (M = 3.25, SE = .12) was
significantly lower than in the Identification stage (M = 3.82, SE = .12)
but was significantly higher than the comfort levels measured in the
Containment stage (M = 2.71, SE = .12), Eradication stage (M = 2.60,
SE = .12), and Recovery stage (M = 2.79, SE = .12). Comfort levels
with the Al teammate in the Identification stage were significantly
higher than in the Containment, Eradication, and Recovery stages, with
all other comparisons being non-significant.

Summarizing these simple main effects to better describe the nature
of the interaction effect we see that while comfort levels with Full
Autonomy are typically lower than with Partial Autonomy, this trend
is not true in the Identification stage. The Identification stage had the
highest level of comfort with the Al teammate for the Full Autonomy
level, which was a trend not seen in the Partial Autonomy level.
Additionally, there is a trend where comfort level with the Al teammate
drops towards the end of the CSIRT phases (when plotting them in
chronological order). For Al teammates operating at the Partial level
of autonomy this drop in comfort occurred at the Eradication stage
but for Al teammates operating at the Full level of autonomy the
drop occurred at the Containment stage, which shows that participants
were less comfortable with higher levels of autonomy earlier on in
the incident response cycle, as the actions of the Al agent takes incur
higher levels of risk. In the Containment stage, actions can include
removing user permissions, cutting off network connections, or even
completely isolating a portion of the network (Nyre-Yu, 2019), actions
that can have serious second and third order effects. These decisions
invoke some reasoning over whether an assets security or availability
is more important and may require some human reasoning that would
be included in an agent with Partial Autonomy’s actions, which may
explain why respondents were still fairly comfortable with Partial
Autonomy in the Containment stage.

The analyses from the factorial survey revealed several things about
the participants’ comfort level with an Al teammate throughout a
CSIRT task. Participants were significantly more comfortable with the
Al teammate when it operated at the lower Partial Autonomy level
than when it operated at the Full Autonomy level. The particular stage
of CSIRT also significantly influenced participants’ comfort level with
the AI teammate as these levels began high before experiencing a
significant downward trend after the Identification stage. The signif-
icant interaction effect between CSIRT stage and the LOA provides a
more detailed picture as it is indicated that there was no significant
difference in comfort level with the AI between the two LOA conditions
when it came to the Identification stage. Additionally, the significant
decrease in comfort level with the AI teammate as the CSIRT stages
progress chronologically begins earlier in the Full Autonomy level.
Specifically, for the Full Autonomy condition this trend begins at the
Containment stage, while for the Partial Autonomy condition it begins
in the Eradication stage.

The results of the factorial survey were most fruitful in regards to
answering RQ1.1. Participants were clearly able to agree as to where
in the incident response cycle Al teammates should have lower and

higher autonomy levels and were most comfortable with a high level of
autonomy in the Identification Phase. As to what characteristics of that
Phase generated this comfort level (RQ1.2) and how the adaptation of
such agents affect its teammates perceptions, we need to address the
results of the interview data.

4.2. Characterizing the development of acceptance with adaptive Al team-
mates

The qualitative interviews revealed four major themes that provide
insights into our research questions. This section will first address the
two themes pertinent to RQ1, followed by the two themes pertinent to
RQ2.

4.2.1. Predictability enables higher levels of autonomy

The first theme that stood out from the interviews was that higher
levels of autonomy are optimal when the Al’s actions would be more
predictable. There were three recurring ideas that compose this theme
and provide insight into our first research question. The first was the
presence of increased discomfort with higher levels of autonomy as
the probability of the AI making independent changes increased. The
second was the increasing levels of comfort with higher autonomy at
times when the team’s processes were rigid and required little reasoning
to make decisions. The final idea was the desire for more explainable
Al at higher levels of autonomy.

4.2.1.1. Probability of change increased discomfort with higher levels of au-
tonomy. Our participants expressed increasing discomfort with higher
levels of autonomy as the actions the AI agent would be taking were
more likely to result in significant changes to the target system or
network. A key element of this idea of making a “change”, is expressed
in Participant 8’s concern that:

“] think the portion that makes CEOs and business people nervous when
you start saying okay now this thing is going to make changes to our
production systems” (P8, Male, 31).

This concern refers specifically to the nervousness of a team’s
partners when it comes to an Al agent making a possibly irreversible
change. Our participants expressed discomfort with the AI teammates
in these situations not out of concern over their ability to complete
a task, but that an action they could take would disrupt the rest of
the team and organizations with whom it works. In earlier phases of
incident response, an agent is more likely to produce a benign report
or notification, and the rest of the team and the team’s clients know
what to expect at the end of the phase. This begins to change in the
containment and eradication phases, where the actions an Al teammate
may take result in irreversible changes. Participant 11 discussed this in
terms of secondary and tertiary effects in his expression that:

“When you’re trying to do the big sections I think you should have a
little bit more oversight, because there’s a lot of secondary and tertiary
layers of effect that I'm not sure that a an AI system may know” (P11,
Male, 43).



A.L Hauptman et al.

Comfort Level
w
I

T
Preparation

T
Identification Containment
CSIRT Stage

Computers in Human Behavior 138 (2023) 107451

LOA

O Partial
® Full

T 1
Eradication Recovery

Fig. 3. Interaction Effect between CSIRT stage and LOA on Participant Comfort Level. Error bars represent 95% confidence intervals.

This analysis reflects the consternation of multiple participants over
the idea that AI teammates should be restricted in autonomy in exacting
a change, because they question the AI’s ability to consider the indirect
consequences of its actions. Our participants felt that human beings
are capable of reasoning and predicting a chain of events that could
be incurred by a single change. To them, the logical nature of an Al
system actually made it less of an asset in this case, because it would not
consider the least case, unheard of scenarios that may occur as a result
of an action, and in their experience those things occur in the least
likely and least opportune times. Thus, they’d be a lot more comfortable
if there was a human involved in any action likely to result in a change.

4.2.1.2. Rigid team processes increased acceptance of high autonomy. An-
other element of predictability that affected how comfortable partici-
pants were with higher levels of autonomy was how prescriptive the
team’s processes were at that point in the work cycle. Participant 5
discussed this in terms of how defined those processes are for the team:

Especially if their processes already defined and they know what they’re
doing, then that will make the autonomous system and a lot easier to
manage and a lot more helpful, if processes are laid out are defined”
(P5, Female, 32).

Participant 5 explained here that when the processes for a point in
the cycle are clear, they are easier to confidently program a system to
do what you need it to do without the need to account for uncertainty.
Other participants agreed and emphasized the need to lower a system’s
level of autonomy when the team’s processes are less clear, such as
in the eradication phase when there can be a lot of intuitive decision
making required. This is supported by our qualitative data, which
shows most participants comfortable with higher levels of autonomy
in the Identification phase, where actions follow routine identification
procedures that are repeatedly performed. For instance Participant 17
stated:

“I think that they can be very autonomous when it comes to identifying
issues...where we would need the most human oversight is definitely
within the mitigation kind of area.” (P17, Female, 26)

This can be attributed to the fact that the Identification stage con-
tains the most prescriptive processes and outcomes. Generally, teams
operate through a cycle of known processes to continuously detect if

there is an incident. In some cases, if they have been tasked with con-
ducting a thorough penetration test, then the exact terms and methods
of the test are defined and communicated to leadership prior to its
inception. In this way, the actions the team members are performing
in this phase are perceived as highly predictable.

4.2.1.3. Desire for explainable AI at higher levels of autonomy. The final
aspect of predictable actions that heavily influenced the participants’
comfort levels with higher levels of autonomy was the explainability
of the Al agent’s actions. Participant 25 stated that

“My level of comfort with an Al system depends a lot on how explainable
its results are” (P25, male, 29).

Participant 25 expresses here that his comfort level is very depen-
dent on how well he understands what the agent teammate did and why
it did it. To him, every action a team member takes during the incident
response cycle affects the rest of the team and the overall outcome,
and so he found it extremely important that an Al agent be capable of
explaining why it did something if it did so independently. Participant
25 was far from alone in this opinion, and when asked to explain how
that affected their responses to the vignettes, participants discussed the
factor of time. Within the incident response cycle, the earlier phases are
not pressed for time, and team members have the luxury of observing
and understanding their teammate’s actions in real time. In the later
phases, time is of the essence, and such reasoning is often left for post-
facto discussion. This made many participants uncomfortable when it
came to working with an autonomous Al agent, because at the end
of the day it would be the human team members held accountable
for the agent’s decisions. Participant 20 equated this to working with
a less experienced human teammate, where the supervisor is held
accountable for the subordinate’s actions and conveyed that:

“For me it would be the same as working with an inexperienced human
teammate. I expect it to tell me what and why it is doing something”
(P20, male, 45).

Essentially, he felt the Al agent should be treated as a teammate
with limited experience, as they lack the intuitive decision making skills
that human teammates develop over time. In lieu of this ability to grow
and make decisions utilizing human intuition, he would consider an Al
teammate a permanent newbie who needs to explain its decisions and
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actions to seasoned members of the team. He expressed that in his work
this looks like the team member sending up situational reports through-
out the day to the leadership, so the leadership could understand the
actions the team is taking. This played into the adaptation process in
terms of there being enough time for the agent to communicate that
reasoning to its teammates prior to further actions needing to be taken.
In the height of the response cycle, Containment and Eradication,
seasoned team members truly step into their leadership roles and utilize
experience and intuition to accomplish the mission.

4.2.2. Experienced teams can leverage higher levels of autonomy

The next major theme that appeared in our analysis was the idea
that more experienced teams are better positioned to leverage agents
that operate at higher levels of autonomy. This theme provides ad-
ditional insight into our first research question and is supported by
the participant’s emphasis on two recurring concepts. The first is that
experienced teams understand when and how to make adjustments to
intra-team behaviors, and the second is that a team’s reputation plays
a role in how autonomous its members can be.

4.2.2.1. The culture of self-policing. Experienced teams understand what
right looks like. Teams that have gone through more work cycle repeti-
tions possess the knowledge and understanding to identify if something
a team member is doing is wrong and how to fix it. Participant 15
stated:

“It’s that happy balance of being able to recognize those things, and
again being on a team and seeing teams that you know there was a
lot of trust amongst team members, it definitely promoted a lot more
of that autonomy, as opposed to teams that you know, don’t have that
experience” (P15, male, 40).

4.2.2.2. The importance of team reputation. Participants also discussed
that a large component of incident response is the requirement to work
with third parties outside of the team. Teams must routinely work with
the infrastructure owners, law enforcement, legal counsel, and other
external specialists. Participant 22 explained that:

“In the end a customer’s trust in an Al system is directly tied to their
trust in the incident response team itself” (P23, female, 32).

Participant 22 felt that the team’s reputation and experience level
plays a large part in what the appropriate autonomy level of an Al
teammate would be at a given time. An important aspect of this concept
that coincides with the results of the survey study is that it meant
participants felt the Al agents could be more autonomous at points
in the work cycle where the team was operating self-contained, as
opposed to on third party systems. In circumstances where the team is
interacting with partners or clients outside of itself, there is a need to
gain approval for its techniques and systems, and participants implied
that use of autonomous Al agents would require that approval. They
felt that third parties would base much of that approval on the overall
reputation and experience level that the team itself possessed, the
better the team’s reputation, the more likely it would be for third
parties to approve the use of Al agents operating at higher levels of
autonomy. This aligns with the quantitative results that show higher
levels of comfort with autonomous agents in the first two stages of the
incident response cycle, where the team is most likely operating on its
own network and devices, and reputation would be less relevant. As
the team pivots into the infected system or network, it may require
approvals for specific response actions from outside parties.

4.2.3. Dynamic autonomy in teammates is a natural goal for human-Al
teaming

A major theme that developed that helps answer our second re-
search question is that teammates would prefer an Al teammate that is
able to dynamically adapt. Our participants identified two main reasons
for this. The first reason is that human beings naturally adapt their own
autonomy level as their environment changes. The second reason is that
manually controlling an Al teammate would cost the team time and
resources.

10
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4.2.3.1. Dynamic adaption is human-like. A significant theme found in
the interview data was that human teammates themselves exhibit a
form of adaptive autonomy. Specifically, Participant 11 expressed that:

“As the incident response team you adapt anyways as the mission goes
along depending on the findings, input on what you know is there, so
I think, like, an autonomous system would need to adapt accordingly
(P11, Male, 43).

In this quote Participant 11 explained that as an incident un-
folds and the scope is determined, team members must adapt how
autonomously they act to meet the situation, and that it only made
sense for an Al teammate to be capable of something similar. To him,
and to several other participants, such adaptation was not a unique
quality of the AI that would set it apart from the rest of the team. As
the interview moved towards questions concerning the team’s power
dynamic, participants began to articulate the controls on autonomy that
human teammates already experience. Participant 12 stated that:

“It’s parallel to how we lead people. We give them left and right
limits and give them more autonomy based on the situation and their
experience” (P12, female, 29).

Participant 12 explained that work processes, such as policy and
rules of engagement already do this for human team members, and
to her, we are just using a different mechanism to control the AI
teammate’s behavior. Other participants also emphasized that we do
use technical controls to limit or expand human teammate autonomy,
as well, in the forms of group memberships, password protection,
firewalls, and even physical access. The idea that an AI teammate
would have its autonomy level heightened or limited through its coding
seemed very on par with these technical controls teams already use for
human team members.

4.2.3.2. Manual control over an agent’s adaptation would hurt the team.
Some particularly interesting data arose in the discussions of how to
practically implement the agent’s adaptation process as participants
felt that manual control would make the AI agent seem less like a
teammate. Specifically, Participant 18 stated the following:

“That kind of control definitely makes it seem like less of teammate...
adaptation should be more dynamic” (P18, Male, 29).

Here the participant expresses that manual control creates more of a
power imbalance than dynamic control. Participant 18 felt that manual
control equated more to setting parameters on a tool you use, rather
than a teammate you can trust to do its job independently regardless
of potential complications. Most participants viewed it as more an
issue of team productivity and performance. Manual control takes vital
time and attention away from the team’s tasks. Participant’s 2 and 4
discussed this theme further:

“I would like an agent to have the ability to learn and know when it
should be more or less autonomous” (P2, Female, 67). “I don’t want
to spend time, like, managing the AL As much as possible I'd rather it
smoothly transition where appropriate” (P4, Male, 27).

Participant 2 explained that, in the same way you expect a new
human team member to take some time to know when and how to
adapt, she would expect an Al teammate to be capable of learning that,
as well. As a manager, she would not want to have to constantly check
on and adjust the autonomy levels of her team. That would take time
away from her duties and frustrate the team’s productivity. For this
reason, she’d want the agent to be capable of dynamic adaptation. This
is supported by Participant 4 in his statement that he does not want
to waste time on managing an Al agent. He emphasized that once you
know where a teammate should be more autonomous, it should be a
one and done decision, and from then on out it just smoothly transitions
to the new autonomy level.
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4.2.4. It’s just a matter of time

The other notable theme that emerged from the interviews is that
of human teammates needing time to understand and accept the AL
This emerged through the participants’ discussion of two concepts.
First, they emphasized the importance of team training in order to
understand and accept the Al teammate. Second, they asserted that
human beings have an inherent fear of new technologies that will
naturally resolve over time.

4.2.4.1. Teams need to train with and understand the Al For most
participants, adaptation would not, in the long run, affect the team’s
perceptions of an Al agent as a legitimate teammate, but teams would
require a familiarization period. Participant 13 stated:

“The more the team trains with and works with the system the more
comfortable they’ll be. It just takes time” (P13, male, 31).

In this statement the participant conveyed the necessity of team
training in order to develop comfort with the system. Participant 13
explained that teams would need to go through a few work cycles
with such an adaptable system before they understood when and why
it would adapt and be comfortable with using it in a high stakes
situation. Other participants, such as Participant 4 felt that even this
familiarization period will go away with time, as people become more
accustomed to autonomous systems in general and expressed that:

“If we’re talking about right now, then people are going to feel un-
comfortable. If you're like, yeah we just have this autonomous system,
but if we’re talking about ten years from now, people are going to be
much more accustomed, especially as younger people more familiar with
technology start entering into those roles” (P4, Male, 27).

Participant 4 highlights here that he thinks, like most technolo-
gies, future generations will just be used to working with adaptable
autonomous teammates. He equated it to a lot of the virtualization
technologies we now use. When organizations first started using video
conferencing as a way to conduct meetings from geographically dis-
perse locations, people were uncomfortable with it and thought it could
not replace their routine meetings. Once people started seeing the
value of time and money saved and understood how to operate the
technology, they started seeing them as a major benefit.

4.2.4.2. Natural fear of technology. Some participants felt that humans
would have an initial desire to control an Al teammate out of both fear
of technology and fear for their jobs. Participant 16 stated that

“People who have not worked with it before are going to be uncomfort-
able with it and want to feel like they have some power over it” (P16,
Male, 24).

By this he meant that humans have a natural desire to control tech-
nology and a fear of being controlled. Participant 16 also expressed that
both manual and dynamic adaptation may be necessary features in all
adaptable Al in order to allow human teammates to overcome an initial
fear of its capabilities and that such a desire for a power imbalance is
natural. Still, he felt it was something the team would overcome as it
worked with the technology. For him, dynamic adaptation was the goal
in fully incorporating the Al agent as a teammate.

Other participants discussed the fear of technology as a generational
issue that all new forms of technology experience. Participant 20 stated
that:

Some people still floating around are still dinosaurs when it comes Al
like mythical beast at the end of an era. And what that means is the
younger folks that are coming in now, you know, they’re more accepting
of that technology and that change. So, you know, an aspect of it is
rotating through the different generations (P20, 45, male).
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Here the participant talks about the need to just wait out some of
the legacy leadership and workers, because as younger folks come into
the field, they are naturally more accepting of technologies developed
during their formative years. Indeed, the younger participants seem
very excited and open to the idea of Al teammates, to the extend that
Participant 18 expressed

Yeah, definitely, definitely makes a lot of sense. It would, I mean, there
are plenty of teammates I would gladly replace with an Al so. (P18, 29,
male).

In this statement Participant 18 showcases the younger generation’s
willingness and excitement about working more closely with Al agents,
as well as an openness to considering the agent as much of a teammate
as he currently does his human colleagues. A few other participants also
mentioned this need for leadership that doesn’t want things to change
from how they’re used to conducting things will need to retire before
new technologies are truly adopted and used to their fullest extent.

4.3. Findings summary

Our quantitative results clearly displayed agreement on which
phases an Al agent should possess higher and lower autonomy levels.
In particular, the interaction effect of CSIRT Stage and LOA was most
significant in the Identification stage. Our qualitative findings help
explain this result, as the interviews provided substantial data to
answer both RQ1 and RQ2. Participants felt that the optimal levels of
autonomy for an adaptive teammate could be guided by key features
of a Human-AI team’s work cycle, and that these features included the
predictability of the Al’s actions and degree of team experience. In
regards to how the AI agent’s adaptation would alter its teammate’s
perceptions of it as a legitimate teammate, most participants felt that
adaptive autonomy was actually more of a human than an artificial
quality, and that it would just take time for human teammates and
human-AI teams to understand and accept adaptable Al teammates.
These findings and their implications will be explored further in the
Discussion section.

5. Discussion

This survey and interviews conducted in this study obtained fruit-
ful information for answering our research questions. In regards to
RQL1.1, our participants clearly agreed upon which stages autonomous
teammates should have higher or lower LOAs, with resounding agree-
ment that they should possess the highest levels in the Identification
stage. The elements that defined this agreement (RQ1.2) were that
agents should have higher levels of autonomy when work processes
are more defined and less likely to lead to unexpected effects or
changes. In essence, when the actions that an AI teammate should
take are predictable and unlikely to cause unforeseen events are the
points in a work cycle that professionals would prefer Al teammates
to act more autonomously. Our qualitative interviews also revealed
very interesting answers for RQ2, with participants explaining that
adaptive autonomy would actually create a more natural power balance
in HATs (RQ2.1) and that dynamic adaptation would further support
this natural teaming relationship (RQ2.2). Interviewees felt that the
more Al teammates mimic the intuitive adaptation that humans take
in their personal autonomy, the more they would feel like full team
members. This section will further discuss the nuances of these findings,
present design recommendations for the HCI community, and address
sites for future research.
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5.1. The optimal level of autonomy for Al teammates

The first research question that this study addresses concerns the
optimal levels of autonomy that an Al teammate should have through-
out the phases of a Human-Al team’s work cycle. We mainly studied
this through the ten vignettes that posed this question through within
an incident response context. The results of the factorial survey data are
exceptionally telling. Participants very clearly agreed as to what points
in the incident response cycle an Al teammate should have lower and
higher levels of autonomy. Participants were most comfortable with
the Full Autonomy condition in earlier phases of the incident response
cycle with diminishing levels of comfort as the cycle progressed. It
is also important to note that the majority of participants were more
comfortable with the Full Autonomy condition than prior literature
would indicate (Lyn Paul et al.,, 2019), potentially showcasing that
the acceptance and use of such Al teammates is not as far off as it
would seem, at least in the current context. The quantitative study was
successful in highlighting an affirmative answer to RQ1.1, that profes-
sionals can come to an agreement on the optimal levels of autonomy
for autonomous agents based on their team work cycles.

The interviews provided additional insight into the characteristics of
these phases that lent themselves to lower or higher levels of comfort.
Participants were most comfortable with the Full Autonomy condition
in the Identification phase, because it is generally less time sensitive,
follows defined work processes (Ahmad, Desouza, Maynard, Naseer,
& Baskerville, 2020), and results in predictable outcomes, such as a
report of breach. In contrast, the phase in which participants expressed
the lowest levels of comfort with the Full Autonomy condition was
Eradication. In this phase teams operate with less defined processes,
deal with more uncertainty, and conduct actions that results in perma-
nent change. In these situations, participants felt it was more desirable
for Al Teammates to operate with a lower LOA that allowed for more
human oversight and input. “Change” was one of the most stated words
throughout all of the interviews, almost always in connection with the
concepts of risk and unforeseen consequences. This close relationship
is due to the increasing emphasis on following well-documented proce-
dures in computer security practices in order to avoid any unnecessary
risks to computer assets (Yeo, Rolland, Ulmer, & Patterson, 2014).
Our participants supported this notion and viewed Al teammates that
have the capability to autonomously make changes as such a risk. The
prevailing viewpoint was that lower autonomy levels are preferred
when the agent’s actions are likely to result in large or irreversible
change. This is evident in the trend we saw in the incident response
vignettes. As the response cycle progress, actions the team makes
move from inquisitory on known systems to assertive, purposeful, and
sometimes experimental.

The trend that we saw in our case study would be applicable to
various team contexts in which a work cycle covers actions of varying
degrees of prescription and risk. For instance, the medical field has
started using Al chat bots to assist the patient assessment process.
This process consists of three main parts that vary in the degree of
acceptable error and consequences to the patient: symptom gathering,
diagnosis, and triage (Liu, Li, et al., 2021). In light of the results we
received in this study, a medical assessment team could determine
which of those phases contain the most prescriptive processes for the
Al agent and which are most likely to result in the Al exacting a
change. Another area of the medical field experimenting with Al is in
psychiatric teams, particularly the use of embodied Al systems that can
interact with mental health patients. There are significant advantages to
be had by having Al agents that can provide patients with the physical,
interactive therapy agents they need, but a psychiatric team’s cycle of
observation and treatment methods spans various risk states, and there
are points where the Al agent should likely be restricted from engaging
with the patient without oversight (Fiske, Henningsen, & Buyx, 2020).
These are just a couple of examples of how another team type’s work
cycle could be used to guide optimal levels of autonomy for an Al
teammate.
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5.2. The effects of adaptive autononty in human-AI teaming

Our second research question explored how humans in a human-
Al team would perceive an adaptive Al teammate. More specifically,
it asks how such an agent would affect the team’s power balance and
team dynamic. Participants were split on whether or not having the
ability to control an Al teammate’s LOA made it less of a teammate.
It is important to note that nearly 75 percent of survey participants
reported “probably not” or ‘“definitely not” having had experience
working with an Al teammate, as this may explain why they were
split on whether or not adaptive autonomy made the AI system less
of a teammate. Armstrong’s research into Likert scale tendencies shows
that participants who are unsure of their answer will tend towards a
neutral option (Armstrong, 1987). This appears to be a phenomenon
that affected the survey data.

Still, participants mostly agreed that it would not create a coun-
terproductive imbalance of power. Interview participants believed that
an Al teammate with changing LOAs actually made it more human-
like, because human teammates are routinely told they can have more
or less autonomy, based upon their skill level and the situation. A
conclusion that can be drawn from the qualitative interviews is that
the more static an AI agent is, the more likely it is that its teammates
will continue to view it as a tool, rather than a full fledged teammate.
This aligns with previous studies on human-machine teams that state
in order to take a non-human from a tool to a teammate, it needs to
be capable of analyzing, deciding, and acting in the team’s problem
solving process (Seeber et al., 2020). Interview participants routinely
brought up that the AI teammates should adapt dynamically according
to pre-defined parameters, as opposed to manual control, as this would
both enhance the Al’s effectiveness, and also make it seem more like
a teammate than a tool. This implies that a way then to create more
cohesive human-AI teams, then, is to introduce more dynamic charac-
teristics into the Al agents. This falls in line with previous HCI research
that found that human beings inherently want to socialize with and
relate to Al systems (Alufaisan, Marusich, Bakdash, Zhou, & Kantar-
cioglu, 2020). Various studies show that increased dynamic features
in Al agents designed to directly interact with and support humans
significantly enhance the relationship between the Al and humans with
whom they interact (Moro, Lin, Nejat, & Mihailidis, 2019).

While participants largely felt that in the long run human team
members would be able to recognize when, how and why AI teammates
are adapting their autonomy levels, they also recognized that it would
take time and training in order for that to occur. The concept that
humans have an initial fear of new technology that would need to be
overcome by team members was prevalent in the data. This highlights
the need for specific team training that focuses on how and why their
Al teammates will adapt, such that the process is understood and
predictable. This lends itself quite well to the idea of utilizing a team’s
work cycle to dictate when and to what LOA an Al teammate should
adapt. Since teams train to these cycles and are expected to know
them in fine detail, it would make sense that part of that training and
knowledge could be the adaptation points and LOAs of Al teammates.
Other research studies on human machine interaction have shown
significant increases in team performance and inter-team trust when
they conduct similar cross-training that provides human team members
insight into how and why their artificial teammate completes its por-
tions of the team’s tasks (Nikolaidis & Shah, 2013). Many participants
also felt that this would require the ability to manually control the
agent’s adaptation through the familiarization process, which would
help teams overcome initial fears and concerns about the agent’s adap-
tation process. Essentially, this would give the team the opportunity to
form team norms, as our participants indicated would be an extremely
important step in accepting an Al agent as a teammate. Previous studies
have shown that this norming process is just as important and beneficial
in human-Al teams as it is in all-human teams (Kim, 2021).
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5.3. Design recommendations

Our findings both provide insightful answers to our research ques-
tions, as well as provide meaningful real world implications for human-
Al teams and the design of Al teammates capable of adaptive autonomy.
Based upon our results analysis, we present the following design rec-
ommendations that will enable the HCI community to design better
human-AI teams and Al agents that are not only beneficial to a team’s
productivity, but also perceived as legitimate members of the team.

5.3.1. Work cycles should be used to define when and to what level of
autonomy Al teammates should adapt

Team members naturally adapt how proactive and autonomous they
are based upon the team’s work cycles, and our research supports the
concept that Al teammates should mimic this behavior. Al teammates
should be designed to dynamically adapt based on predefined points
in a team’s work cycle where a more inexperienced member of the
team would be expected to either act with more or less autonomy. In
essence, the agents should be designed with dynamic, temporal adaptive
autonomy. In the context of our research, this work cycle is defined
by the incident response phases. Some other examples of work cycles
that could be similarly applied are the operational levels of triage in
emergency medicine (Burkle, 1996) and the Military Decision Making
Process in defense planning (Hernandez et al., 2017). Work cycles can
be used to examine when teams expect members to possess more or
less autonomy and the impact that their actions could cause in order
to assess where an Al teammate should dynamically adapt.

The dynamic aspect of this recommendation is extremely important.
Manual adaptation hinders team performance in a variety of ways
highlighted within this study. First, it creates an unnecessary power
imbalance between teammates who are responsible for “tuning” the
Al agent like they would a tool. Second, it costs valuable time and
attention that the team should be using to accomplish its tasks. By
designing the adaptive agents to dynamically adapt, their adaptation
is will be perceived as natural behavior adjustment by the team and
permit the team to remain focused on the task at hand. Over time, an
Al agent may even learn how to recognize changes in the team’s work
cycle so that it could adapt appropriately even if the point is undefined.

5.3.2. Al teammates capable of adaptive autonomy should possess higher
levels of autonomy when the team’s processes are prescriptive and pre-
dictable

Over the course of a team’s work cycle, there are points where
its processes are more or less defined. Those periods in which the
team’s processes are more defined lend themselves to higher levels of
autonomy, because there is less room for judgement and reason in a
team member determining what actions to take. The effects of those
actions also matter. If the actions that a team member, particularly an
Al team member, may take are less likely to result in an unforeseen
outcome, then teams will be more comfortable working with an Al
teammate with higher levels of autonomy. Of course, this means the
opposite is also true. Al teammates should operate at lower levels of
autonomy when the team’s processes are ill-defined and unpredictable.

Our research showcases how this would be applied in terms of
the incident response phases. Al agents working on CSIRTs should be
designed to operate with higher LOAs during the preparation and iden-
tification phases, where the process are considered routine and follow
tested procedures. The agents should adapt to lower LOAs as the team
moves into the containment and eradication phases, which require
more human reasoning and have higher risks of unforeseen second and
third order effects. A sight for future exploration is what this means
in application to other contexts, as what amounts to robust processes
is different depending upon the team’s operational environment. The
standard for high levels of autonomy would likely be much higher in
environments that are failure intolerant and/or are high risk.
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5.3.3. Training modes that permit teams to manually change an adaptive
AI teammate’s level of autonomy should be used during familiarization and
retraining periods

Initially, teams are apt to be apprehensive and uncomfortable with
Al teammates who are capable of adaptive autonomy. Much of this is
due to fear of the unknown and uncertainty about when and how it
will adapt. Although the ultimate goal for human-Al teams should be
dynamic adaptation, a training mode that permits team members to
control the agent’s adaptation manually while they learn when and to
what levels it adapts will help teams overcome this in-trepidation faster
and more successfully.

Teams are fluid constructs and gain and lose membership, and so an-
other important aspect of this training mode is that it could be utilized
to introduce a single member of the team to the agent, even after the
team as a whole has become comfortable with its AI teammate(s). Most
professions, such as computer security (Killcrece, Kossakowski, Ruefle,
& Zajicek, 2003), require members to obtain certifications relevant to
their job role, and one way to ensure that all members of a team have
trained with the AI teammate in training mode could be to attach a
certification to it or make it part of the employee on-boarding process.
Just as new employees must complete a series of tasks and training
modules when they are hired, training with an Al teammate in its
training mode should be one of the on-boarding requirements.

5.4. Limitations and future work

One major limitation to this study is that everything the partici-
pants considered was hypothetical and abstract. Numerous studies have
shown that people have a tendency to be more risk adverse when their
own assets are at stake and less so in hypothetical situations (Norwood
& Jayson, 2007). Future research that utilizes an experiment to im-
plement some of these scenarios and then ask the participants their
comfort levels would increase the validity of these findings. Another
limitation of the research is the strictly one-agent scenarios. People tend
to become less comfortable as the number of Al systems increase [? ?],
and scenarios in which there are more than one adaptive Al teammate
may change how autonomous human teammates want them to be, as
well as if that makes the delineation of when and how autonomous
they should be less clear. Further research that incorporates larger,
more diverse human-AI teammates will provide more realistic insights
on the research questions. Another area for future research exposed in
this study is the concern over explainability as an Al agent’s autonomy
level changes. Many of out participants expressed that as an agent
becomes more independent is becomes more important for it to be
able to explain its decisions and actions to the rest of the team, as
at the end of the day it will be the human beings, not the Al, held
responsible for the consequences of those actions. Future research
should address the changing explainability requirements for adaptive
autonomous agents, and how that affects teammate perceptions of
competent and trustworthy Al teammates.

6. Conclusion

The unique capabilities of modern day Al have increased the desire
for the use of Al agents in the professional work space (Reim, Astrom,
& Eriksson, 2020). As AI agents take on full team roles and become
teammates, it would be advantageous for them to possess higher levels
of autonomy (O’Neill et al., 2020). The issue is that in complex work
environments, such as cyber incident response, there may be various
levels at which you want such an agent to operate. This study explored
the design and cognitive effects of adaptive autonomous agents in a
human-AI teaming context, an area yet to be studied in human-Al
literature. We studied the design of adaptive Al teammates for CSIRTs
utilizing a factorial survey and qualitative interviews. Insights from
these studies show that professional teams that have a well defined
team work cycle, such as the incident response cycle, can link the right
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LOA for an Al teammate to specific points in those processes, thus
enabling dynamic adaptation. Higher LOAs should exist in situations
where the agent’s actions are more predictable and the team has more
experience. Agents should operate at lower LOAs in situations where
the correct procedures are ill-defined and there is less time for the agent
to convey its decisions. In approaching the design of these adaptable Al
agents, the more dynamic they are in their adaptation the more likely
they will be accepted and treated as legitimate teammates, as opposed
to tools used by the team.
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