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17.1 Introduction

Artificial intelligence (AI) is increasingly being integrated into critical

systems across diverse sectors. Its deployment spans domains such as

healthcare—where it is used to support diagnostics, personalized

treatment, and operational efficiency; defense—where it is used to en-

hance situational awareness, autonomous systems, and threat detec-

tion; and aviation—where it is used to optimize maintenance, naviga-

tion, and air traffic management (Bienefeld et al., 2024; Kirwan, 2024;

Mallick et al., 2022; Sawant et al., 2022). AI’s influence is transforming

workflows, improving system resilience, and enabling data-driven in-

novation in both civilian and strategic contexts. Studies have found

that AI improves decision-making, increases efficiency, and effectively

automates complex tasks by processing large volumes of data quickly

and effectively (Koo et al., 2024; Khosravi et al., 2024). It is also exten-

sively being used in solving practical problems in different industries

because of its ability to recognize patterns, forecast results, and adapt

to new information (Khosravi et al., 2024).

While AI offers various practical advantages, it is not without risks. AI

can make mistakes when it is trained on incomplete or biased infor-

mation. It may misinterpret data, provide information that is difficult

for humans to comprehend, or overlook details that a human would

normally consider. In some cases, AI systems may fail to adapt when

faced with situations they were not designed to handle. These issues

can lead to poor outcomes, such as incorrect predictions or unfair re-

sults, which undermine trust in the technology. This chapter explores

the types of AI vulnerabilities, examines real-world examples, and dis-

cusses strategies to minimize these risks.
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17.1.1 AI Vulnerabilities

AI vulnerabilities are weaknesses in the design, training, or deploy-

ment of AI systems that can lead to errors, unexpected behavior, or

undesirable outcomes (Scherlis, 2024; Spring et al., 2020). These prob-

lems may result from human error, overreliance, or inadequate super-

vision, or they may stem from technical issues in AI, such as biases in

the training data or algorithmic mistakes (Gaube et al., 2021; Papernot

et al., 2016; Spring et al., 2020). These flaws can have significant reper-

cussions, especially as AI systems are increasingly being used in high-

stakes environments. For example, an AI-powered self-driving vehicle

may fail to detect an obstruction in its path, leading to an accident, or

an AI used in recruitment may unintentionally discriminate against

certain job applicants. Due to the complexity of AI systems, it is chal-

lenging to anticipate every potential failure. Further, the integration of

human–AI interaction introduces an additional layer of uncertainty

when designing solutions to address these vulnerabilities.

An important factor contributing to AI vulnerabilities is the lack of

transparency and explainability in AI decision-making. Transparency

refers to the system’s ability to provide real-time insights into its cur-

rent operations, enabling users to understand its status (Andrada et

al., 2023). Explainability refers to the AI’s ability to clearly communi-

cate the reasoning behind its actions or recommendations in a way

that users can understand (Arrieta et al., 2020). The absence of trans-

parency and explainability can make it difficult for users to interpret,

evaluate, or effectively supervise AI-driven processes (Cheong, 2024).

This lack of transparency and explainability becomes even more prob-

lematic when paired with cognitive biases that influence human be-

havior. For example, automation bias—the tendency for humans to

over-trust AI recommendations—can cause users to accept incorrect

AI recommendations without question, potentially leading to critical

errors in high-risk settings such as healthcare or aviation (Lyell &

Coiera, 2017, Parasuraman & Manzey, 2010). Conversely, not trusting



AI can lead users to disregard information, reducing the overall effec-

tiveness of AI-supported decision-making (Afroogh et al., 2024). These

challenges highlight the importance of incorporating human factors

into AI development to ensure that systems align with human capabil-

ities and limitations. The focus should be on preventing vulnerabilities

through a human-centered design (HCD) approach.

The way AI communicates its decisions, the extent to which users com-

prehend and trust its outputs, and the level of human oversight are

important factors in determining whether an AI system operates as in-

tended or leads to potential failures. The operation of AI systems can

become erratic or unsafe if factors such as cognitive limitations, deci-

sion-making biases, and situational awareness are not considered dur-

ing the design process. Real-world failures in aviation, autonomous

driving, healthcare, and other safety-critical domains demonstrate the

consequences of ignoring human factors in the design and implemen-

tation of AI-driven automation systems.

A prime example would be the Boeing 737 MAX-8 disaster of 2018–

2019 (Collings et al., 2022; Miller et al., 2023). The disaster was brought

about when Boeing developed a system to assist pilots in managing the

aircraft’s angle of attack, known as the Maneuvering Characteristics

Augmentation System (MCAS). The system did not, however, provide

adequate transparency, operating based on a single sensor, while pi-

lots were neither aware nor trained to interact with the new autono-

mous system. Upon faulty data from that sensor, the system constantly

pushed the nose of the aircraft down without clear feedback and with-

out an easy means for the pilots to override it. Pilots faced difficulty

identifying the system malfunction and taking corrective action be-

cause the MCAS design was not transparent and lacked actionable

feedback or override mechanisms. Two fatal crashes, costing 346 lives,

and the global grounding of the Boeing 737 MAX-8 fleet drew attention

to the critical role that system transparency, real-time feedback, and

user interpretability play in automation design.



Another example is an accident that occurred in Arizona in 2018,

when an Uber self-driving vehicle struck a pedestrian (Harris, 2023;

Rice, 2019). The AI system first misidentified the pedestrian as an un-

known object, then as a bicycle, and finally as a pedestrian. However,

because it had been programmed to ignore certain false positives, the

system did not respond in time. The human operator, who was meant

to intervene, was complacent, and the automation did not provide ad-

equate alerts. Humans are not well suited to passively monitor auto-

mated systems for extended periods (Greenlee et al., 2024; Korber et

al., 2015). AI systems should be designed to ensure rapid control tran-

sitions between automation and human operators during emergen-

cies. The AI must keep human operators engaged, provide timely and

clear intervention prompts, and prevent overreliance or complacency

—thereby alerting humans when a takeover is necessary.

The failures of AI in the healthcare domain also highlight how lapses

in addressing human factors can endanger safety. IBM Watson for

Oncology, a system created to assist physicians in making clinical deci-

sions about cancer treatment, reportedly generated incorrect and un-

safe recommendations (Strickland, 2019). Watson’s AI was trained us-

ing a limited dataset of expert opinions, including those of medical on-

cologists, rather than actual patient data, resulting in erroneous diag-

noses and untrustworthy treatment suggestions. For physicians, the

reasoning behind Watson’s decisions was difficult to interpret, poten-

tially undermining trust. As a result, several hospitals discontinued

the use of the AI tool. This case underscores the need for AI systems

used in high-stakes decision-making—such as in healthcare—to pro-

duce transparent and interpretable outputs so users can safely evalu-

ate and act on AI-generated recommendations.

In 2018, Amazon terminated its AI-based hiring system due to the

algorithm’s discrimination against female candidates (Dastin, 2022).

The AI had been trained on historical hiring data biased toward male

applicants, thereby perpetuating gender biases and unjustly screening

out qualified women. Because the AI operated without a transparent



reasoning process and lacked proper monitoring, this issue went un-

noticed for an extended period. This case raises concerns about the

ethical risks posed by AI systems that function without mechanisms to

detect or mitigate bias, reinforcing the need for explainability and ac-

countability in AI design.

These examples illustrate the risks of developing AI systems without

considering human factors. Poor implementation can result in safety

hazards, liability issues, ethical violations, and a loss of trust. The path

forward should integrate human factors into the core of AI system de-

sign. Addressing vulnerabilities requires a structured approach to risk

identification, assessment, and management prior to deployment.

Several established models and frameworks offer systematic method-

ologies for identifying, analyzing, and mitigating vulnerabilities in AI

systems, as outlined below.

17.1.2 Frameworks for Identifying and Mitigating AI
Vulnerabilities

With the rapid integration of AI systems in domains involving critical

decision-making, a structured approach is required to understand and

evaluate their reliability, safety, and adherence to ethical standards. As

discussed above, failures in AI design emerge due to a lack of trans-

parency, automation bias, cognitive overload, or insufficient supervi-

sion, leading to accidents. Researchers and policymakers have devel-

oped frameworks and standards that provide structured methodolo-

gies for assessing AI risks, and we will discuss two such frameworks

here: (1) the National Institute of Standards and Technology AI Risk

Management Framework (NIST AI RMF) and (2) ISO/IEC 23894:2023.

The NIST AI RMF was developed as a structured approach to help or-

ganizations identify, assess, and mitigate AI-related risks (NIST, 2023).

It involves integrating risk assessment at every stage of AI integration

to build transparent, fair, and secure AI systems. The NIST AI RMF is

built around four key functions: govern, map, measure, and manage.



The govern function focuses on cultivating an organizational culture

that proactively identifies and manages AI-related risks by adhering to

ethical guidelines, establishing clear accountability structures, and en-

suring compliance with legal and regulatory requirements throughout

AI system development. The map function helps organizations antici-

pate and understand potential AI risks by encouraging developers to

consider how the system will be used, who it will impact, and where it

may encounter vulnerabilities across real-world settings. This will en-

able organizations to proactively anticipate and avoid AI failures

rather than react once the failure has occurred by looking through

those lenses early on. The measure function includes testing and eval-

uating AI systems to identify risks like bias, security gaps, and perfor-

mance challenges. As AI systems learn and evolve over time, a one-

time evaluation does not suffice. Continuous monitoring will identify

risks as they arise, allowing organizations to take timely and appropri-

ate measures before they become systemic failures. The manage func-

tion ensures that organizations take action based on identified AI

risks, requiring ongoing updates and improvements to the system. The

NIST AI RMF provides a practical approach to managing these risks

throughout the AI lifecycle—from development and testing to real-

world deployment.

ISO/IEC 23894:2023 is an international standard for managing risks re-

lated to AI systems (ISO, 2023). It is designed to assist organizations in

identifying, assessing, managing, and reporting AI-related risks to en-

sure transparency, accountability, and ethical practices in AI develop-

ment. It starts with risk identification and context setting, where orga-

nizations will define which risks apply to their AI system. Risks in-

volve bias in data, lack of model transparency, potential adversarial

attacks, and compliance with legal and ethical guidelines.

Organizations then establish clear risk criteria based on the AI

system’s intended use and assess AI risks in the broader context of

overall regulatory and operational standards. After identifying the

risks, ISO/IEC 23894:2023 requires organizations to be continually

tested and validated. This stage ensures that the performance of AI



models does not degrade over time or create unintended bias because

of changes in data or user interactions. The standard defines best

practices for bias audits, adversarial testing, and security assessment.

These practices help organizations uncover AI vulnerabilities before

they become detrimental. To address identified risks, the framework

suggests ways to improve the reliability and transparency of AI. This

includes implementing measures to ensure transparency in AI deci-

sions, incorporating human oversight mechanisms to promote ac-

countability in AI-driven decisions, and establishing fail-safe systems

to correct errors made by AI. The final element of the standard is mon-

itoring and ongoing improvement of AI systems. It requires continu-

ous monitoring and periodic reviews to ensure that AI systems remain

aligned with their intended goals. At the same time, organizations are

expected to maintain risk reports, accountability structures, and com-

pliance with applicable legal and regulatory frameworks to minimize

the impact of escalating AI risks.

Both frameworks propose a risk-based, lifecycle-oriented approach to

managing AI risks, grounded in principles of trustworthiness, account-

ability, and continuous improvement. However, they differ in scope

and application—NIST provides flexible, voluntary guidance primarily

for US stakeholders, while ISO/IEC 23894 offers a more prescriptive,

internationally standardized framework intended for formal compli-

ance and integration with global risk management systems.

17.2 Types of AI Vulnerabilities

AI vulnerabilities can be categorized into two classes: technical vul-

nerabilities, which arise from algorithmic and system design, and hu-

man-related vulnerabilities, which stem from how people interact

with and perceive AI systems. This section discusses both types of vul-

nerabilities and how they can affect the implementation of AI systems

across different domains.



17.2.1 Technical Vulnerabilities

Technical vulnerabilities in AI refer to inherent weaknesses in an AI

system’s algorithms, data processing, or infrastructure (Spring et al.,

2020). These weaknesses can compromise AI performance, security,

and reliability, making AI models susceptible to manipulation, bias,

and unexpected failures. One of the significant technical threats is ad-

versarial attacks, which involve subtle manipulations of the input data

designed to fool AI models into making incorrect predictions. These at-

tacks exploit AI models that rely on statistical correlations rather than

a core understanding of the data, making them susceptible to subtle

manipulation (Goodfellow et al., 2014). One such case was the 2020 re-

search by McAfee showing that tiny stickers placed over a 35-mph

speed limit sign could induce Tesla’s Autopilot system to misinterpret

it as 85 mph, thus potentially allowing for drastically dangerous

speeds (Povolny, 2024). In another case, researchers changed a few

pixels on an image of a panda, which the model misclassified with

high confidence as a different animal known as a gibbon. In contrast,

human observers could not see any changes (Goodfellow et al., 2014).

Such examples illustrate security concerns of adversarial attacks in AI

applications.

Data poisoning is another vulnerability, where manipulated or incor-

rect data are added to an AI training set, thus corrupting the entire

learning process. Poisoning attacks may give rise to biased, unsafe, or

exploitable AI behaviors (Biggio & Roli, 2018). A particular case goes

back to 2016 when Microsoft’s Tay chatbot was set to learn from

Twitter interactions. Within 24 hours of its launch, users deliberately

fed Tay with harmful and offensive comments, which Tay assimilated

and replicated, and as a result, Microsoft had to shut it down (Neff &

Nagy, 2016). The Facebook AI content moderation system faced a simi-

lar problem, with users uploading modified versions of hate speech to

circumvent AI filters, demonstrating how AI models can be deceived

into misclassifying harmful content (Tramer et al., 2016). A hazardous

type of data poisoning is known as backdoor attacks, which happen



when an attacker has inserted malicious data into the training process

that will allow the AI system to perform normal behavior under a ma-

jority of conditions but act incorrectly if it encounters or is triggered

by a specific input (Guo et al., 2022). These backdoors can escape de-

tection during testing, enabling the attacker to later selectively exploit

the system and issue malicious actions that pose substantial safety and

security risks.

Privacy risks arise during model inversion attacks, wherein attackers

attempt to extract sensitive training data from AI models. In these at-

tacks, privacy is compromised by reconstructing confidential data,

such as faces from facial recognition models or medical records from

diagnostic AI systems (Fredrikson et al., 2015). Research has shown

that facial recognition AI models could be reverse-engineered to recre-

ate images of individuals whose faces were employed during training

(Zhang et al., 2020). In another instance, Google’s Smart Reply AI sys-

tem was examined for privacy leaks in that attackers could infer pri-

vate conversations based on the AI model response patterns (Carlini et

al., 2019). Such vulnerabilities in AI systems provide hackers with an

opportunity for unauthorized access and data breaches. Hackers use

loopholes in the security architecture of AI systems to manipulate re-

sults or gain unauthorized access to sensitive information (Papernot et

al., 2016). In 2019, a cybercriminal used the deepfake AI-generated

voice of the CEO to convince one of the employees to transfer money

into a fraudulent account (Stupp, 2019). This illustrates the emerging

risks AI presents concerning fraudulent activities and cybersecurity.

Additionally, hackers have facilitated attacks on AI-driven fraud detec-

tion systems. In particular, many have manipulated AI classifiers into

incorrectly identifying fraudulent activities as legitimate, exposing

gaping holes in automated security protocols (Biggio et al., 2013).

Other problems that AI models face are overfitting and poor general-

ization, whereby they perform exceedingly well on training data but

cannot perform with the same accuracy when applied to real-world

cases. This may arise in scenarios where models have memorized spe-



cific patterns instead of learning generalizable principles, which ren-

der them ineffective outside controlled environments Zhang et al.,

2016). During the COVID-19 pandemic, an AI model developed to de-

tect COVID-19 from chest X-rays offered high lab accuracy but failed in

real-world hospitals. Researchers found that the AI had learned to as-

sociate hospital logos or equipment markings with COVID-19 cases in-

stead of recognizing disease-related patterns. This ultimately led to

poor generalization (Roberts et al., 2021). AI models should be trained

on diverse and representative datasets to prevent unintended biases

and ensure reliability in different environments.

17.2.2 Human-Centered AI Vulnerabilities

Human-centered AI (HCAI) vulnerabilities result from how people per-

ceive, interpret, and interact with AI systems. One of the significant

challenges when humans interact with highly autonomous AI systems

is overreliance on AI, where users place excessive trust in automated

systems without sufficient human oversight (Lyell & Coiera, 2017).

This overreliance can cause human operators to fail to intervene

when human control is necessary while working with an AI system.

One such incident occurred in February 2025 when a Tesla Cybertruck

operating in self-driving mode crashed in Reno, Nevada (Cervantes &

McAndrew, 2025). While merging onto a highway, it collided with the

curb and struck a pole. The driver had no time to intervene because

they were overreliant on the AI’s decision-making ability. This incident

highlights the growing concerns with semi-autonomous AI systems,

where over-trust in automation leads to complacency and a reduced

level of diligence by humans. This tendency to over-trust AI systems

can contribute to serious errors, oversights, or even catastrophic

failures.

Cognitive overload and decision fatigue are other significant factors

facing effective human–AI interaction (Steyvers & Kumar, 2024). This

occurs when AI systems provide users with excessive, complex, or

contradictory information, affecting their ability to process and make



effective decisions (Steyvers & Kumar, 2024). Although AI aims to sup-

port high-pressure environments by streamlining decision-making

processes, overwhelming information can result in mental exhaustion

and reduced situational awareness. An example is the 2013 Asiana

Airlines Flight 214 crash (Miller & Holley, 2018). During the incident,

pilots faced difficulties interpreting the automated flight controls and

data presented by the system. Their over-dependence on automation

led them to misinterpret the current state of these systems. They failed

to notice that the auto-throttle had been disengaged. This error re-

sulted in a critical loss of airspeed as they approached San Francisco

International Airport, resulting in a crash landing that caused numer-

ous fatalities and injuries. This accident shows how poorly designed

automation interfaces and high cognitive load can impair pilots’ effec-

tiveness in monitoring systems, recognizing anomalies, and taking

corrective action promptly. The complicated automation led to confu-

sion, delaying decision-making when it was most critical, instead of al-

leviating the mental workload.

Misinterpretation of AI outputs can be a significant challenge in hu-

man–AI interactions. This issue arises when users misunderstand, im-

properly apply, or fail to question AI-generated recommendations due

to insufficient transparency and explainability (Zerilli et al., 2022;

Leichtmann et al., 2023). An example occurred in 2019 with the Optum

healthcare algorithm widely used in US hospitals (Obermeyer et al.,

2019). The algorithm aimed to identify patients who would benefit

from enhanced care management programs by using healthcare costs

to predict medical needs. However, since Black patients historically in-

curred lower healthcare expenses compared to white patients suffer-

ing from similar medical conditions, the algorithm mistakenly in-

ferred that Black individuals were healthier than they were.

Consequently, it deprioritized these patients for essential care ser-

vices. As a result, Black patients were 50% less likely than their white

counterparts to be referred for high-risk care management programs

despite having equivalent medical needs (Obermeyer et al., 2019). In

this case, reliance on the AI’s suggestions without questioning its



methodology unintentionally led doctors and hospital administrators

to perpetuate disparities in healthcare access. This oversight contrib-

uted to delays in necessary treatments and ultimately worsened pa-

tient outcomes. Such cases underscore the risks of passively accepting

AI-generated recommendations without examining their foundational

logic and assumptions.

17.3 Mitigating AI Vulnerabilities Through
Human-Centered Design

This section discusses strategies to mitigate AI vulnerabilities by incor-

porating HCD principles. HCD is an approach that employs evidence-

based methods and principles to design useful products and services

for people (Bijl-Brouwer & Dorst, 2017). This section is organized into

five key areas to explore how HCD can address vulnerabilities associ-

ated with AI integration. Section 17.3.1 introduces key principles of

HCD that support the development of more effective AI systems.

Section 17.3.2 discusses the importance of transparency and explain-

ability in maintaining appropriate trust, whereas Section 17.3.3 em-

phasizes the value of human-in-the-loop (HITL) design to safeguard

against vulnerabilities like overreliance. Section 17.3.4 highlights the

role of education and training when interacting with various AI sys-

tems. Section 17.3.5 briefly addresses the importance of ethical consid-

erations in the design and implementation of AI systems.

17.3.1 Human-Centered Design Principles

Designing AI systems with humans in mind aligns the technology with

human needs rather than forcing humans to adapt to the technology.

A human-centered approach to system design can lead to enhanced

performance, higher user satisfaction, and fewer errors (Wang et al.,

2024). Poorly designed AI can confuse users, impair human decision-

making capabilities, and erode trust in the technology, as illustrated in

the previous section. Therefore, it is important to understand user be-

havior—to learn how end users interact with the AI system, identify



factors that affect trust, and detect potential flaws that might lead to

misuse of the technology.

Following a user-centered design process at the design stage can en-

sure that the AI’s behavior aligns with users’ mental models and goals.

This process involves steps such as understanding the context, defin-

ing user needs, developing concepts, and iterative refinement based

on user testing and feedback (Ulrich & Eppinger, 2016). Once user

needs and context are clearly understood, various concepts can be ex-

plored to develop solutions informed by those insights. An iterative de-

sign and testing process is employed, with designs continually refined

based on user feedback. This approach helps identify potential issues

early, leading to more user-friendly outcomes.

Techniques such as failure mode and effects analysis (FMEA) enable

teams to proactively identify and mitigate potential failure points be-

fore deployment (Liu et al., 2013). FMEA is a systematic and proactive

approach that analyzes potential failures in products, processes, de-

signs, or services. Through FMEA or similar risk analysis tools, system

designers can uncover and resolve latent errors—whether algorithmic

or related to the user interface—before the system is deployed.

There are several guidelines for applying HCD to AI solutions. For ex-

ample, Amershi et al. (2019) argued that designers need to make AI

more transparent, always provide feedback, and support user control

—echoing core HCD principles. Similarly, Shneiderman (2022) pro-

posed a HCAI model that encourages achieving higher levels of both

automation and human control, rather than viewing them as mutually

exclusive. This model aims to strike a balance, enabling the AI system

to efficiently handle tedious tasks while preserving human involve-

ment in critical decision-making processes. Such an approach can po-

tentially minimize user distrust and help maintain confidence in the

system’s capabilities. The HCAI model also mentions the importance of

trust in AI. It mentions the need for clear explanations of how AI sys-

tems make decisions to enhance this trust. Clearly explaining how AI



works helps users understand its capabilities and see it as a tool that

supports human potential and accountability, rather than as a mysteri-

ous “black box.”

17.3.2 Transparency and Explainability in AI

Transparency and explainability are critical components of building

trust in AI systems and can help reduce the risk of misunderstandings

between the actions of AI systems and users’ interpretations. As pow-

erful and complex AI continues to emerge, the need for explainable AI

(XAI) has become essential to the field of human–computer interaction

(Mueller et al., 2021). XAI techniques aim to clarify the reasoning and

processes behind AI actions, thereby supporting informed decision-

making. Transparent and XAI enables users to form better mental

models of the system, which is important for building trust.

Maintaining appropriate trust when interacting with AI is important

to prevent both over and under reliance on the technology (Lee & See,

2004), which can lead to misuse and disuse, respectively

(Parasuraman & Riley, 1997). Calibrated trust in the system also helps

reduce skepticism about the outcomes produced by AI (Tiwari, 2023).

Users risk misinterpreting outcomes or failing to recognize when to

question AI recommendations without clear explanations, which can

lead to serious consequences—especially in fields like healthcare and

finance (Yang et al. 2023). For example, Caruana et al. 2015 work high-

lights the potential risks of opaque AI models in medical settings,

where unclear diagnostic logic can jeopardize patient safety since

physicians cannot validate AI-generated decisions or recommenda-

tions (Caruana et al., 2015). In the financial sector, researchers have

cautioned against the dangers of black-box AI models that could mis-

lead lenders or regulators, potentially introducing errors and biases

(Rudin, 2019). Similarly, Miller (2019) emphasizes the importance of

transparent explanations in maintaining trust, showcasing how user

comprehension is essential for the safe and ethical deployment of AI

in high-stakes domains. Developing frameworks and methodologies



that prioritize explainability can significantly enhance user accep-

tance and trust in AI systems (Patidar et al., 2024).

17.3.3 Human-in-the-Loop Design

Although AI systems have advanced significantly, they still encounter

errors or situations they were not explicitly trained to handle.

Therefore, it is important for humans using such systems to maintain

oversight or some level of control—especially when high stakes are in-

volved. The HITL design could be used to create a complementary in-

teraction between humans and AI systems. HITL promotes AI as a col-

laborative partner or assistant rather than granting it full autonomy,

allowing humans to supervise its actions while retaining the ability to

intervene when necessary. This approach leverages the strengths of

both humans and machines, addressing the potential shortcomings of

each when operating alone (Vallati & Chrpa, 2023). AI systems can

quickly process vast amounts of data and perform repetitive tasks, but

they lack the specialized understanding that humans possess, such as

contextual awareness and ethical judgment (Kalyanathaya & Prasad,

2024). Human–AI collaboration can help prevent catastrophic events

by catching errors that AI might miss. For example, a human driver in

the seat of an autonomous vehicle could prevent an accident by inter-

vening if the AI fails at any point. Passive monitoring alone is not suffi-

cient in such situations, especially when the AI is perceived as highly

reliable. This perception can lead to overreliance and potentially

cause accidents, as seen in the 2018 Uber self-driving incident in

Tempe, Arizona (Lawless, 2022). Decades of research in human–auto-

mation interaction supports this idea, emphasizing that removing hu-

mans entirely can be dangerous, as automation may not be equipped

to handle every situation—particularly rare or high-stakes ones

(Parasuraman et al., 2000). Shneiderman (2022), in his HCAI model, ar-

gues that instead of placing “humans in the loop”—where AI remains

central—AI should be designed with users at the center, with technol-

ogy embedded in supportive roles. It is important to conduct in-depth

research and stakeholder discussions to determine who should play



the primary role, depending on the specific context for which the AI is

designed.

17.3.4 User Education and Training

User education and training are important in mitigating human er-

rors, misinterpretations, and overreliance and enhancing technology

acceptance. Comprehensive education and training help users gain a

deeper understanding of the capabilities and limitations of the tech-

nology they interact with. It can enable them to critically evaluate and

question AI decisions, promoting more effective collaboration be-

tween humans and AI systems. Lacking AI literacy can lead to automa-

tion bias, where users over-trust automated decisions or misinterpret

the model’s outputs. For instance, clinical decision support AIs have

occasionally led clinicians to overlook apparent errors because of

their overreliance on the system (Patil et al., 2025). Hence, improving

AI literacy through targeted training is important to mitigate such

issues.

Research has shown that training may minimize decision support er-

rors, reducing automation bias, which could help users remain vigi-

lant and accountable while interacting with AI technology (Skitka et

al., 2000). However, Mosier et al. (2001) have found that training had

no impact on automation bias. This shows that rather than helping

with automation bias, complacency error is reduced by training

(Goddard et al., 2011). Organizations should promote a culture of con-

tinuous learning and security awareness to ensure users remain vigi-

lant against potential AI failures and biases. To combat emerging secu-

rity threats and enhance the resilience of AI models, it is important to

invest in training and actively promote knowledge sharing and collab-

oration among stakeholders (Mohammed et al., 2024). Training pro-

grams should be tailored to the specific context. For example, what a

radiologist needs to know about an AI diagnostic assistant—such as

how to interpret confidence scores—differs from what a driver needs

to know about an autonomous driving aid—such as when the system



might disengage. In all cases, the objective is to cultivate informed

skepticism among users, helping them understand that AI outputs are

suggestions, not absolute truths. With this mindset, user training can

potentially counteract overreliance and promote responsible human

oversight.

17.3.5 Ethical Considerations

Beyond the aforementioned flaws, AI systems also face ethical vulner-

abilities that could potentially harm users and society if left unad-

dressed. These vulnerabilities are caused due to biased algorithms,

opaque decision-making processes, and unintended societal conse-

quences. The ethical implications of these vulnerabilities are profound

and necessitate robust frameworks that address fairness, accountabil-

ity, and potential harm. The rapid adoption of AI has brought to light

several critical issues, including bias, fairness, transparency, and ac-

countability in automated decision-making processes (Akinrinola et

al., 2024). As the reliability of AI is an important factor that affects the

users’ trust in the AI (Bhanu et al., 2023), paying attention to the vast

amount of data being utilized to train AI systems for these specific ap-

plications is essential. Past research has shown that an AI collaborator

making unethical decisions causes users to lose trust in not only the AI

teammate but also the entire team as a whole (Schelble et al., 2023,

2024). Therefore, considering the approach of “ethics by design,”

which integrates ethical considerations into the technical process of AI

development rather than treating ethics as an afterthought or a mere

box-checking exercise, is beneficial for AI usage (Amugongo et al.,

2023).

HCD emphasizes comprehending end users’ needs, values, and con-

texts throughout the design process to ensure that technologies are

aligned with human well-being (Shneiderman, 2020). To address chal-

lenges in training data and model outputs, a collaborative approach

involving stakeholders, including ethicists, domain experts, and end

users, should be implemented at various design, development, testing,



and integration stages of the AI system. Involving users to co-create AI

tools could reduce algorithmic biases by incorporating the user’s per-

spective. The development of ethical AI systems must operationalize

principles of transparency, accountability, and fairness through mea-

surable design requirements, traceable decision-making processes,

and equitable outcomes across stakeholder groups (Floridi et al.,

2018). Integrating HCD principles such as usability testing and impact

assessments could help identify errors and issues even before the de-

ployment of the AI system. For example, stress testing AI models

against edge cases can expose flaws in autonomous systems before de-

ployment. These practices can improve the reliability of AI and also

promote forming trust in AI, which is a prerequisite for AI adoption in

high-stakes domains. Considering the rapid pace of AI growth, there

should be more effort to enhance ethical considerations. Despite the

existence of policies like IEEE Ethically Aligned Design, EU

Trustworthy AI criteria, and UNESCO’s AI ethics recommendations,

which emphasize the need for human-centric AI development guided

by fundamental human values, there is still a need for increased effort

in this area. Addressing ethical considerations through HCD ensures

AI systems are transparent, accountable, and aligned with human val-

ues, fostering trustworthy and resilient human–AI collaboration.

17.4 Summary

AI vulnerabilities represent a critical challenge to the successful de-

sign, development, and application of AI systems in complex environ-

ments. Addressing these challenges is becoming increasingly impor-

tant as the complexity of the environments in which AI is deployed

grows alongside the constant technological advances in AI. This chap-

ter has reviewed the technical and human-related categories of AI vul-

nerabilities, each illustrated with various real-world examples.

Technical vulnerabilities often struggle to overcome attacks due to a

lack of conceptual understanding on the part of AI systems. In con-



trast, human-related vulnerabilities frequently stem from a lack of

model understanding and transparency.

The consequences of these vulnerabilities require any practitioner

working with AI systems to carefully consider their development and

application. These vulnerabilities can be mitigated by thoroughly eval-

uating the repercussions of AI usage and how humans should interact

with these systems. Formalized examples of review methodologies for

AI systems include the two described in this chapter—ISO/IEC

23894:2023 and the NIST AI RMF—with additional examples available

in the literature. These frameworks detail strategies for data valida-

tion, usage verification, human interaction evaluation, and other mea-

sures to verify the intended functioning of an AI system.

As AI systems continue to advance, it is important to ensure that hu-

mans remain in the loop, especially in high-risk scenarios. AI systems

provide the greatest benefit when used in tasks or roles that leverage

their unique technical strengths—such as big data analysis or rapid re-

sponse times—to complement the inherent strengths of humans, such

as critical thinking and managing incomplete or ambiguous informa-

tion. A great deal of work remains to further explore, understand, and

overcome these challenges as AI systems continue to evolve. As with

industrial safety, mitigating AI vulnerabilities is a process of continu-

ous improvement.
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